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1. lossicHUTEIbHAA 3aAIMCKA

Pabouas nmporpamma JOTIOJTHUTETFHOTO podeCCHOHATEHOTO o0OpazoBaHwms
«[IpoekTpoBaHUE ¥ MOHTaX OOOpPYIOBAaHUS OXPAHHOW CHUTHAIU3AlMd C TPHUCBOCHUEM
KBaJTM(HUKAIMA DJICKTPOMOHTEP OXPAaHHOW CHrHalM3amuu» (naiee — PabOouas mporpamma)

paccuuTaHa Ha 256 4.

O6pa3oBarenbHast 0051acTh: HHHOKOMMYHUKALIMOHHBIE CETH U CUCTEMBI CBSI3H.

Pabouas mporpamMma HampaBlieHa Ha NEPENOATrOTOBKY paOOTHHUKOB pa3HBIX chep H
OpraHu3aIui.

Pabouas  mporpaMmMa = MakCHMalbHO  YYUTBHIBAET  TEXHUYECKHE  BO3MOXXHOCTH
KOMITBIOTEPHOW TEXHHMKH MAacTepckoil mo komrmereHIuu «MHPOKOMMYHUKAIIMOHHBIE CETH H
CUCTEMBI CBSI3W» U HallpaBJIEHA HA pa3BUTHE TBOPUECKOIO NOTEHLMANA CAyLIaTeNeH.

2. M®opMbl OPraHU3aANMU 3aHSITHIT

OcHoBa paboyel mporpaMMbl — TEOPETHUECKAs M MPAKTHUECKasi HAIIPABICHHOCTD 3aHATHH.
Oco3HaHWe M NPUCBOCHUE CTYIEHTAMH JOCTUTAEMBIX pE3YyJbTAaTOB IMPOUCXOJAT C IMOMOUIBIO
peduexcuBHbIX 3amaHui. Takoif MOAXOA TrapaHTHpPYeT MOBBIIIEHHYIO MOTHBALMIO U
PE3yNbTaTUBHOCTh O0y4YeHHs. 3HAHUS, YMEHUS U CIOCOObI OpraHU3allMK IPOTrPAMMHBIX MTPOEKTOB
M0 TEMATUKE 3aHSATHH SBISIOTCS IEMEHTaMU POPECCHOHATHHON KOMIIETEHTHOCTH.

3. Ilmanupyemble pe3yabTaThl

Pabouas nporpamma HanpapjieHa Ha OCBOCHUE CIIEIYIOIINX YMEHU:

— OCYIIECTBIISITh MOUCK, KPUTUYECKUI aHAINU3 U CUHTE3 MH(POpMAIUH, TPUMEHSATh
CUCTEMHBII MOJIX0/1 JUIsl pelICHUs TOCTaBICHHBIX 3a/1ay;

- ONpeAensaTh Kpyr 3ajJad B paMKax I[IOCTAaBJIIEHHOM LeIM W BBIOUpPATH
ONTUMAaJIbHBIE CIIOCOOBI WX PEIICHUS, MCXOAS U3 ACHCTBYIOIIUX IMPABOBBIX HOPM, HUMEIOIIUXCS
PECYPCOB U OTPAHUYEHUN;

— OCYLIECTBJISITh COLMAIIbHOE B3aMMOJEICTBUE W PEAM30BBIBATH CBOK POJb B
KOMaH/IE;

— UMETh HaBBIKM CAMOCTOSITEIIHHON Pa0OThI Ha KOMITBIOTEPE U B KOMIBIOTEPHBIX
CEeTSIX, OCYLIECTBJISTh KOMIIBIOTEPHOE MOJICIUPOBAHUE YCTPOWCTB, CUCTEM U IIPOLECCOB C
WCII0JIb30BAaHUEM TAKETOB MPUKIAJHBIX KOMIBIOTEPHBIX IPOTPaMM.

- OCYIIECTBIISITh IPUEMKY M OCBOEHUE BBOJUMOTr0 000pPYI0BaHMs B COOTBETCTBUU
C IeHCTBYIOIIMMH HOPMAaTHUBAMH ;

- OCYIIECTBIIAATh MOHTaX, HANAAKy, HACTPOMKY, pEryJIMpOBKY, OIIBITHYIO
MPOBEPKY pabOTOCIOCOOHOCTH, MCIBITAHUS U clady B SKCIUTyaTallUI0 COOPYXEHUH, CPEICTB U
000py/I0BaHUS CETEW U OpraHU3ali CBSI3H;

- OpPraHM30BBIBATh ~ MOHT&X W HACTPOHMKY  HMH()POKOMMYHHMKAIIMOHHOTO
000pyIOBaHUS;

- CIIOCOOHOCTH MPUMEHSTh COBPEMEHHBIE METO/Ibl 00CTYKUBAaHUS U PEMOHTA;

MuHuManbHO HEOOXOAWMBIH  ypOBEHb 3HAHUM M YMEHUH Clymarens Mmepen
MPOXOXKJACHHEM 00yUeHuUs 1o pabodeil mporpamme:

- DJIEMEHTapHbIE 3HAHUS DJIEKTPOTEXHUKH;

- JIMIIa, UMEIoLINe cpeiHee TpodecCHOoHaIbHOE U (WIIN) BhICIIee 00pa30BaHuUE;

- JIM11a, TOJIyYarolye cpeHee npodeccuoHanbHoe U (MIIK) BhICIIee 0Opa3oBaHue.

4. TemaTnueckuii IVIaH U cojiep:kaHue padoyeii NPOrpaMmbl
«IIpoexkTHpOBaHNE U MOHTAK 000PY10BAHUS OXPAHHOH CUTHAJIU3ALMH C IPHCBOCHUEM
KBATH(PUKAIUHA DJICKTPOMOHTEP OXPAHHON CHTHAJIM3ANMI»

Ne n/m Tema 3aHsATHSA
TeJieBU3MOHHBII CUTHAJI €r0 Nepesaya
1/1-2 CriocoOBI 1 cpesicTBa Mepeiadr TEICBH3HOHHOTO CUTHAJIA, BUABI Kabems
2/3-4
3/5-6




4/7-8 ITapameTps! TeneBU3MOHHOTO curHana. Gopmar kajapa, YUCIO CTPOK, YACTOTa KaAPOB.
5/9-10
6/11-12

7/13-14 AHanoroBeIii 1 MU(POBOI CUTHAIL.
8/15-16
9/17-18

Ha3nayeHnue u BO3MOKHOCTH OXPAaHHOTO TeJEBUACHUS

10/19-20 CucTeMbl OXpaHHOTO TEJICBUICHUS.
11/21-22
12/23-24

13/25-26 Cocras, CTpyKTypa U OCHOBHBIC KOMIIOHEHTHI OXPaHHOTO TEJICBUICHMS.
14/27-28
15/29-30

TeeBU3MOHHBIE KaMepbl

16/31-32 VYCTpoiCTBO TENEBU3NOHHOM KaMephl.
17/33-34
18/35-36

19/37-38 [onmy4yeHne TeICBU3UOHHOTO CUTHATIA.
20/39-40
21/41-42

22/43-44 OCHOBHBIE BUIBI KAMEp U UX XapaKTEPUCTUKU.
23/45-46
24/47-48

O0beKTHBBI Te1eBU3HOHHBIX KaMep

25/49-50 Buaer 00BEKTHBOB.
26/51-52
27/53-54

28/55-56 Onrtrdeckue 1 GOTOMETPUIECKUE TapaMeTPhl 0O BEKTHBOB
29/57-58
30/59-60

31/61-62 KauecTBO M300paskeHusI pa3peliarmnas CliocOOHOCTh 00bEKTHBOB.
32/63-64
33/65-66

YcrpoiicTBa Ipeodpa3oBaHusl BHICOCHTHAJIA B H300paskeHUHe (MOHUTOP)

34/67-68 MOHHTOPBI Ha AJIEKTPOHHO-JTy4YeBbIX TPYOKaXx, MJIa3MEHHbIE U KUJIKOKPUCTAIUINYECKUE MOHUTOPBI.
35/69-70
36/71-72

37/73-74 ITapameTps! kKadecTBa MOHHTOPOB.
38/75-76
39/77-78

YcTpoiicTBa KOMMYTAIMH, YIPABJIEHHS U 3aIIUTHI BUIe0OKaMep.

40/79-80 YcTpoiicTBa MOBOPOTHOE M HAKIIOHA BHICOKAMEPHI.
41/81-82
42/83-84

43/85-86 BuneokommyTarop.
44/87-88
45/89-90

46/91-92 Y CTpOWCTBO BUACOPETUCTPAITUH.
47/93-94
48/95-96

49/97-98 IlinaTel BUAEO3aXBaTa.
50/99-100
51/101-102

52/103-104 | IIporpamMMHbIE CPEJCTBA PETHCTPAIIIH BHACOCHTHAA.
53/105-106
54/107-108

55/109-110 | BuzeoaeTeKTOp ABHKCHUSI.
56/111-112
57/113-114

58/115-116 Buneoycunurens, pacrpenenurenn
59/117-118




60/119-120

61/121-122
62/123-124
63/125-126

CpencrBa cHHXpOHU3aUUH (TIPUBSI3Ka 000PYAOBAHUS K OJTHOMY MUCTOYHHKY ITUTAHUS)

IIpakTnyeckue 3aHATHSA

64/127-128
65/129-130
66/131-132

YcraHoBKka BuIeOKaMep.

67/133-134
68/135-136
69/137-138

MoHTax BuAeOKaMepbl HA KPOHIITENHE.

70/139-140
71/141-142
72/143-144

CKpBITBIC BUIEOKAMEPHI, BHICOTJIA30K.

73/145-146
74/147-148
75/149-150

MoHTax yIu4HOU KaMepbl

76/151-152
77/153-154
78/155-156

MoHnTax yJ'IPI‘-IHOﬁ L[BETHOM KaMEphbl B rCpMETUIHOM KOpPITyCE.

79/157-158
80/159-160
81/161-162

MoHTax 6ecipoBOTHOIT KaMepHl.

YcTaHoOBKa M HACTPOIKA BUeOperucrparopa.

82/163-164
83/165-166
84/167-168

MoHTaX aHaJIOTOBOI'0 PErHCTpaTOpa BKIIOUCHNE U HacTpoiika. Hactpolika nndposoro
BUINOPETHCTPATOPA.

85/169-170
86/171-172
87/173-174

Hcnons3oBanue NEPCOHATIBHOI'O KOMIIBIOTEPA B KAUCCTBC BUACOPCTUCTPATOPA.

MoHTax NPOBOJHOI ceTH BUAcOHADII0ICHH.

88/175-176
89/177-178
90/179-180

[Mpoxnanka kabeNbHBIX JTUHUH B JIOTKE, B INIACTMACCOBOM KOPOOE, OTKPBITHIM CIIOCOOOM.

91/181-182
92/184-184
93/185-186

YcraHoBka JOIIOJTHUTCIIbHBIX UCTOYHHUKOB ITUTAHUA.

94/187-188
95/189-190
96/191-192

YcTaHOBKA TOMOJIHUTENLHBIX 2JIEMEHTOB CETH BI/II[eOHa6HIO}IeHI/IH.

IIpoexTHpOBaHHE CHCTEMBbI OXPAHHOTO TeJIeBUHACHHSI.

97/193-194
98/195-196
99/197-198

30Ha 0030pa U OCHOBHBIE TpeOOBaHHSA K €€ BEIOOPY

100/199-200
101/201-202
102/203-204

OreHka TpeOyeMol TeTannu3aliui H300paKeHHs.

103/205-206
104/207-208
105/209-210

Pacuér oObpekTHBA IS 3aJaHHOTO yTiIa 30HBI 0030pa.

106/211-212
107/213-214
108/215-216

IToxnbop obopymoBaHus AJisE CUCTEMBI OXPAHHOTO TEJIEBUICHHUS.

MoHTaXK CUCTEMBI OXPAHHOT0 TCJICBUACHUSA.

109/217-218
110/219-220
111/221-222

MoHTax IpOBOIHON CUCTEMBI OXPAHHOT'O TEJIEBUICHUSI.

112/223-224
113/225-226
114/227-228

MoHTax 6ecrIpOBOTHON CUCTEMBI OXPAHHOTO TEJIEBUICHUSI.

115/229-230

Hacrpoiika cepBepHOi CTaHIIMHU M BKJIIOYEHHE B paloTy.




116/231-232
117/233-234

le/lMepLI CUCTEM OXPAHHOI'0O TCJICBUACHUSA

118/235-236
119/237-238
120/239-240

AHAJI0TOBBIE CHCTEMBI OXPaHHOTO TEJICBUACHUA.

121/241-242
122/243-244
123/245-246

ITudpoBsie cucTeMsl OXpaHHOTO TENCBUACHUSI.

124/247-248
125/249-250
126/251-252

[IpousBonuTeny 060pyIOBAHUS AJISI CHCTEM BHICOHAOIIOCHUS.

127/253-254
128/255-256

Hrorosas arrecrauus

5. KaapoBoe obecnieuenue

TpeboBanust Kk KBaIM(UKAINH [IEAATOTHYECKUX KaJIpOB, 00ECIIEUNBAIOIINX 00Y4YEeHHUE 110
paboueiil mporpamme:

MOy

BEICIIEE OOpa30BaHHWE, COOTBETCTBYIOIIEE NPOPUIIO MPOPECCHOHATHHOTO

OIIBIT ACATCIBHOCTH B OpraHU3alUAX COOTBGTCTBYIOH_Ieﬁ HpO(l)eCCHOHaHBHOﬁ

cepsl - MPOXOKAECHUE CTAXKUPOBKH B MPOPMIILHBIX OpraHu3anusix He pexe | pasza B 3 rona

6. TpeGoBaHusl K MATePHAIBLHO TEXHHYECKOMY O0ecnedeHnI0 MaCTEePCKOii

«AndpopmanuoHnbie KadeJbHbIE CETH»
Y4ebHo-maboparopaoe 00opy1oBaHUE

HanmeHoBaHue KOJIMYECTBO
Hoytoyk HP ProBook 450 G6 Core 14

Mpme OKLICK 175 M 14

Wi-Fi mapmpytuzarop 10/100Mbps LAN moptst: 4, 10/100Mbps WAN mopr: 1, 13

IEEE 802.11n, g, b, nognepxxxka WDS, momaepxkka SI'T'1i, 610K TUTaHUS B

KOMILIEKTE

Kommytatop D-LINK DGS-1008MP/A2A 13
PaGounii crenn (pabovas cranmus) (Pabounii crena: pa3dopHsIit kapkac I'- 12

obpa3Hoil GopMEI ¢ IBYMs KapKac-CTEHAMH.HACTEHHBIM TEJICKOMMYHHKALIMOHHBIM
mkadoM 19 BeicoToit He MeHee 12U)

HACTEHHBIN TEJIEKOMMYHHUKAIMOHHBIH mKad 197 crexnsHHas 1Bepb 12
npoBostoyHslii toTok 100x200x3000 36
Crolika TeIeKOMMYHHKAllHOHHON MOHTaXHas AByxpaMmHas 19" oTkpsITOro THIa 12

BeicoTor 33U

Buneoxkamepa NOVICAM PRO IP NC21WP 13




AGOHEHTCKHI KOHTPOJUIEp JOMalIHEH aBTOMaTH3ally, B cocTaB:MICTOYHUK TUTaHUS 12
PUII-12 ucn.51,pe3epBupoBanHbiif, 3Bemarens noxapHeii TerioBoit C2000-MT1-
03.MakcumansHO-TUd G epernnansabi, M3pemarens UTTP 513-3AM

ncn.01,moxapHsIit pyuHoit anpecHsii, M3BemaTens JJUIT-34A-03,mosxxapHbIii

JIBIMOBOM OITHUKO- 3JIEKTPOHHBINA apeCHO-aHAJIOrOBbIN, BIIOK KOHTPOIBHO-ITyCKOBOM
C2000-KIIb, Axkxymymsatop DELTA DTM1217,repMeTHYHBII.CBUHIIOBO-

kucioTHbI, brok naaukanun C-2000-BKU ¢ xmaBraTypoii, Onoseniarenb
"UBOJIT'A",YctpoiictBo okoneuHoe YO-4C ucn.02,cuctemMsl nepeaadn u3BeueHui

o kaHanam cBst3 GSM,OnoBemarens MonHusA-12"Bexon", IlyabT KOHTpoOS U

ynpasienust C2000-M, oxpaHHO-TIO)KapHBIH cBeTOBOH(Tab10), [IpeobpasoBarens
unrepdeiico USB-RS485, npeobpaszosarens untepdeticos USB-RS232

Iepdonanens ESSE 1200%595*5 vmm 6emast STOOSP I1/9 12
cTOlKa TeneKoMMYHHKaoHHas 24U, KpeneKHbIH KOMIUIEKT, BXOIUT B 12
creH AGOHEHTCKHI KOHTPOJUIEP AOMAITHEH aBTOMATH3AINN

Ka6empusiit ananmmzarop FLUKE Networks DSX-8000/DSX-5000 1
Buneopeructparop Hikvision DS-7608Ni-K2/8P 12
Tectep Cabeus CT-BNC-RJ45 12
ypynosepr BOSH 12
Illkad Hactenusrit pazdopusiii TLK 19"12U 600x 569 x 450 MM CTEKIISIHHAS ABEPh 1
Cremrax CY 2000*1000*400 (4 monku,300kr) 8
Pynetka 3 m 12
VY napHslit nHCTpYMeHT Lanmaster 1u1s pa3genku KOHTaKTOB 3
YerpoiictBo ooxumuoe Fluke NETWORKS 3
Ycrpoticteo 0oxumHoe NMC*S00R 8P8c¢/RJ45,6P6C/RJI12 12
M®VY BROTHER MFC 1912WR 1
IIpoexTop VIEWSONIC PA503S 1
MaruutHo-MapkepHast 1ocka 200 x 100 cm 1
Kponwrreiin ans npoekropa Cactus 1
Konouku SVEN

kabems VGA

Okpan Cactus 244x183 HaCTCHHO-ITOTOJIOUHBIH, OCITBIH

[xad 3akpbITHIA, TyMOa 1
Cron Octpos CO-15-7 6
CucteMbl OXJIaXKICHUS 6
Cron nuceMmenHsIi "bromxer" 1200x600x740 opex oHTapHo 27




Jocka maruutHO-MapkepHasi1 00x150 1

Baxwu, snku, 60KChI 36

Cryn aatucratnaeckunit [IC-1 ESD 15

[IporpammHOE U MeTOAUYECKOE OOECIIeueHHE

HaumenoBanue KOJIMYECTBO
Omnepannonnas cuctema (Windows 10 Pro) 14
[Iporpammuoe obecnieuerne oucHbIi maket npunoxxeHuii (MS Office 2019) 14

7. WudopmManuoHHoe odecriedeHne 00yUeHUsI:

Ilepeyenb pexkomMeHayeMbIX Y4ueOHbIX u31aHuii, HHTepHeT-pecypcoB, A0NMOJIHUTEILHOI
JINTEPaTyphbl

OcHOBHBIC MCTOYHHUKH:
HopMaTuBHBbIE 10KYMEHTbI:

1. I'OCT P 51558 — 2014 «CpenctBa M CHUCTEMBl OXpPAaHHbBIE TEJIEBU3UOHHBIE.
Knaccudukanus. O6mue Texauueckie TpeOoBaHus. MeTo bl UCTIBITAHUI;

2. ['OCT P 53246-2008 «Wupopmannonusle TexHoioruu. CuctemMbl KabelbHbIE
CTpYKTypupoBaHHEIC. [IpoekTHpOBaHE OCHOBHBIX Y3JI0B cCHCTeMbI. O0IIHe TpeOOBAHUSY;

3. CIT 134.13330.2012 «Cucrembl »3IEKTPOCBSI3U 3AaHUM M  COOPYNKEHUH.
OcCHOBHBIE TIOJIOKEHUS TPOSKTUPOBAHUS Y

4, Cepust cranmaproB ['OCT 34 «KomiuiekCc cTaHAapTOB U JTOKYMEHTOB Ha

aBTOMATH3HPOBAHHBIE CUCTEMBIY;
YueOHas auTeparypa:

1. 3BC http://znanium.com

2. bubnus Bugeonadmoaenus / Bimago JlaMmesHoBCKH - 4-¢ u3g., nmepepab. u gom. — 2020;

3. Ipodeccuonansuoe BuaeoHabmoaenue / I'epman Kpyras. 3-e msm.- Security Focus,
2020.

4.  PyKOBOJACTBO IO COCTaBJICHHIO JKCIUTYaTallHOHHBIX TpeOOBaHMI K CHCTEMaM
BujieoHaOmonenust / Iloapasnenenue Hay4yHbIX paspadorok MBJ] BenuxoOpurtanum / Security
Focus, 2014.

5. IP-BunieonabmoAeHUE: HATIsAIHOE TTocobue / Anekcanap JIbitkun / 2-¢ u3na, 2011.

6. bubaust oxpannoro tenesuacuus / Biaago laMbsHOBCKH. - 2-¢ u3a., 2003.
JlonoTHUTEIbHAS JIUTEpPaTypa:

1. Mos a30yka Buneonabmoaenns / Anekcanap [Tomos — 2013
HNurepHer-pecypcnl:

1.  Tlopran o Buneonabmoaenuu. https://vectv.ru.

2. baza 3HaHmil 1O  BUACOHAOMIONEHHIO W  TEXHMYEeCKas  MHpoOpMalus.
https://videomir.pro

3. HaGmonmato. OmnyaiiH KypHaln 1po  BUACOHAONIOJEHHME U 0€30IacHOCTb.
https://nabludau.ru



